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1. Purpose of the Schools Fraud Strategy
The Schools Fraud Strategy sets out how the school applies the principles and commitments of Waltham Forest Council’s Anti-Fraud Strategy 2026–30 to maintained schools. It recognises the delegated responsibility schools hold for significant public funds and provides a clear framework for preventing, detecting and responding to fraud, error and malpractice.
The Strategy is implemented through an annual Schools Fraud Response Plan, which translates this strategic intent into proportionate, practical actions at individual school level.
2. Strategic and governance context
This Strategy forms part of the Council’s corporate governance framework and sits beneath the Anti-Fraud Strategy 2026–30. It aligns to the Fighting Fraud and Corruption Locally framework and applies to all stakeholders working within or on behalf of maintained schools, including permanent staff, agency workers, contractors and suppliers.
3. Strategic principles
In line with the Council’s Anti-Fraud Strategy and the Fighting Fraud and Corruption Locally framework, the Schools Fraud Strategy is underpinned by the following principles:
Govern – Clear leadership, accountability and oversight by Governing Bodies.
Acknowledge – Understanding and recognising fraud risks within schools.
Prevent – Embedding proportionate controls, awareness and ethical culture.
Pursue – Investigating concerns appropriately and applying sanctions where required.
Protect – Safeguarding pupils, staff, finances and the reputation of schools and the Council.
4. Key fraud risk areas 
The Strategy recognises the following areas as presenting heightened fraud risk:
Payroll and staffing fraud.
Polygamous working and undeclared secondary employment.
Agency staff misuse, including inappropriate claims or role scope creep.
Contractor and supplier fraud, including mandate fraud and false invoicing.
Conflicts of interest, gifts and hospitality.

In addition to the key risk areas listed above, all school staff should explicitly consider these risks when completing their annual Schools Fraud Response Plan. This includes assessing the likelihood and impact of each risk within their local operating context, identifying existing controls, and determining whether further preventative or detective measures are required. For example, risks relating to payroll, agency staff and supplier payments should be reflected in the school’s operational fraud risk assessment and linked to specific control activities (e.g. segregation of duties, independent checks, and periodic reviews).
5. Roles and responsibilities
	Governing Bodies
	Approve the Strategy and Schools Fraud Response Plan and provide challenge and assurance.

	Headteachers
	Promote ethical behaviour and ensure fraud risks are identified and actively managed.

	School Business Managers / Finance Leads
	Implement and monitor financial, payroll, agency and supplier controls.

	London Borough of Waltham Forest - Internal Audit and Corporate Anti-Fraud Team

	Provide the corporate anti-fraud framework and specialist investigation capability.
Provide assurance, advice and undertake investigations where required.


6. Reactive fraud arrangements and whistleblowing
A culture where concerns can be raised safely and promptly is central to this Strategy. Schools must maintain local whistleblowing arrangements. Concerns may also be reported directly to the Council’s Corporate Anti-Fraud Team.
	The Waltham Forest Council Whistleblowing Line
	020 8496 4299

	Lead Responsible Officer for Whistleblowing - Mark Hynes – Corporate Director of Governance and Law
	020 8496 4848

	Responsible lead for Audit and Anti-Fraud - Gemma Young – Corporate Director - Internal Audit, Anti-Fraud, Revenues and Benefits
	020 8496 4620

	Corporate Anti-Fraud Inbox
	fraud@walthamforest.gov.uk

	Corporate Anti-Fraud 24 hour Hotline
	0300 003 1099 


7. Relationship to the Schools Fraud Response Plan
This Strategy is implemented through an annual Schools Fraud Response Plan completed by each maintained school. The Response Plan identifies local risks, sets out preventative and detective controls, and establishes review and accountability arrangements.
8. Monitoring, review and continuous improvement
This strategy should be reviewed annually and approved by the Governing Body. Schools may seek advice or assistance from the Corporate Anti-Fraud Team. Learning from audits, investigations and emerging risks will inform updates to guidance and controls.
Schools should monitor fraud alerts and sector updates issued by the Department for Education and other relevant bodies. These alerts highlight emerging fraud risks, scams and mandate‑change attempts affecting the education sector. Schools should review alerts promptly and update local controls where necessary.
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How to report fraud
If you suspect fraud, error, or malpractice relating to school staff, governors, agency workers, contractors or suppliers, concerns should be reported as soon as possible.
Reports can be made:
In line with the school’s whistleblowing policy
Directly to the London Borough of Waltham Forest Corporate Anti-Fraud Team
Email: fraud@walthamforest.gov.uk
See Section 5 of this document for more information
1. Purpose 
This Schools Fraud Response Plan explains how the school prevents, identifies, and deals with fraud and errors. It sets out what staff, school leaders, and governors must do in practice
What the Governing Body and school leadership must do:
· Put the controls and checks listed in Section 4 in place and make sure they are followed.
· Make sure all staff know how to recognise potential fraud, and how to report concerns using the process in Section 5.
· Clearly assign responsibilities for key financial and control processes (see Section 2), and ensure these roles remain up to date.
· Review fraud risks at least once a year (Section 3), and update controls where gaps or weaknesses are identified.
· Act promptly when concerns are raised, including reporting issues and seeking advice where needed.
· Promote an open and honest culture where staff feel confident raising concerns without fear of repercussions.
How this plan should be used:
This plan is not just guidance. It must be used in day-to-day school operations to:
• carry out financial checks,
• guide staff behaviour, and  
• respond to suspected fraud or irregularities.

Why this matters:

Strong fraud prevention helps to:
• protect money intended for children and families,  
• ensure fair and proper use of public funds, and  
• maintain trust in the school’s governance and financial management.



Effective fraud prevention protects resources intended for children and families, supports inclusive environments, and ensures public funds are used fairly and transparently.
2. Governance and responsibilities
	Governing Body
	Overall accountability for fraud risk and financial governance

	Headteacher
	Operational leadership and tone from the top

	School Business Manager (SBM) / Finance Lead
	Financial controls and monitoring

	Chair of Governors
	Independent oversight and challenge

	All staff (including agency)
	Duty to report concerns and act with integrity


3. Fraud risk summary
Key fraud risks for schools include:
Payroll and staffing fraud — ghost employees, inflated hours, falsified overtime.
Polygamous working and undeclared secondary employment — staff working elsewhere during contracted hours or breaching exclusivity.
Agency staff misuse — inflated invoices, collusion with agencies, bypassing procurement rules
Contractor and supplier fraud — false invoicing, bid‑rigging, overcharging, fabricated services
Conflicts of interest, gifts and hospitality — undisclosed relationships influencing procurement or recruitment.
Procurement and tendering fraud — manipulation of quotes, favouring certain suppliers, splitting contracts to avoid thresholds.
Expense and purchasing card misuse — personal spending, fabricated receipts, excessive or unapproved purchases.
Budget-holding fraud — misuse of delegated budgets by departments or faculties.
Cash handling fraud — school trips, fundraising, tuck shops, uniform sales, dinner money.
ICT and asset fraud — theft or unauthorised sale of devices, misuse of licences, asset register manipulation.
Admission and enrolment fraud — falsified addresses to secure places, manipulation of pupil numbers for funding.
Cyber‑enabled fraud — phishing, mandate fraud, invoice redirection, compromised email accounts.
<add to and amend as needed>

In addition to the key risk areas listed above, school staff officers should remain alert to the fraud indicators set out in the Department for Education’s Fraud awareness: good practice for education and training providers guidance[footnoteRef:1]. These indicators support early detection of irregularities and should be considered when reviewing financial activity, staffing arrangements and supplier relationships. [1:  Fraud awareness: good practice for education and training providers - GOV.UK] 



4. Proactive fraud prevention actions
	Action
	Responsible
	Timescale
	Evidence

	Declaration of interests annually
	Headteacher
	Annual
	Declarations

	Agency roles and hours approved in advance
	SBM
	Per engagement
	Contract / PO

	Independent approval of agency timesheets
	Headteacher / SBM
	Ongoing
	Timesheets

	Supplier bank detail changes independently verified
	SBM
	Per change
	Verification log

	Competitive procurement with minimum quote thresholds and documented evaluation
	SBM
	Per procurement
	Quote records / evaluation notes

	Segregation of duties for ordering, receiving and invoice approval
	SBM
	Ongoing
	Workflow records

	Monthly review of payroll reports to confirm starters, leavers and contracted hours
	Headteacher / SBM
	Monthly
	Payroll reconciliation

	Monitoring of overtime and additional hours with independent approval
	Line Managers / SBM
	Ongoing
	Overtime authorisation forms

	Regular review of purchasing card transactions and receipts
	SBM / Headteacher
	Monthly
	P‑card statements and receipts

	Cash handling controls: dual counting, secure storage, prompt banking
	Admin Team / SBM
	Per event
	Cash logs / banking slips

	Termly asset register updates and spot checks of ICT and high‑value items
	ICT Lead / SBM
	Termly
	Asset register updates

	Verification of pupil numbers and eligibility for funding claims
	Headteacher / Admin
	Census periods
	Census records

	Cyber‑fraud controls: multi‑factor authentication, phishing‑alert procedures, and mandate‑change checks
	IT Lead / SBM
	Ongoing
	IT security logs / training records

	Gifts and hospitality register maintained and reviewed
	Headteacher
	Ongoing
	Register entries

	<add to and amend as needed>

	
	
	


5. Reactive fraud arrangements and whistleblowing
Concerns relating to fraud, error or malpractice should be raised promptly. Schools should follow their whistleblowing policy and may also report concerns directly to the Council.
	The Waltham Forest Whistleblowing Line
	020 8496 4299

	Lead Responsible Officer for Whistleblowing - Mark Hynes – Corporate Director of Governance and Law
	020 8496 4848

	Responsible lead for Audit and Anti-Fraud - Gemma Young – Corporate Director - Internal Audit, Anti-Fraud, Revenues and Benefits
	020 8496 4620

	Corporate Anti-Fraud Inbox
	fraud@walthamforest.gov.uk

	Corporate Anti-Fraud 24 hour Hotline
	0300 003 1099 


6. Fraud Awareness and Training Requirements 
The school will ensure that all staff, governors, and relevant contractors receive appropriate training to understand fraud risks, recognise warning signs, and follow correct reporting procedures.
Training will ensure that individuals:
· Understand common fraud risks within schools
· Recognise indicators of fraud, error, or irregularity
· Know how to report concerns safely and confidentially
· Understand their responsibilities for financial controls and ethical conduct
· Are aware of whistleblowing routes, including to the Corporate Anti‑Fraud Team
The following training is required for all staff unless otherwise stated:
	Role / Group
	Mandatory Training
	Frequency

	All Staff 
	- Fraud awareness training
 - Whistleblowing and reporting concerns 
- Cybersecurity and phishing awareness 
- Conflicts of interest, gifts and hospitality
	- At induction - Annually

	Budget Holders & Department Leads
	- Financial controls and segregation of duties 
- Procurement rules and quote thresholds 
- Purchasing card responsibilities 
- Identifying unusual spending patterns
	- At induction to role - Annual refresher

	School Business Manager / Finance Team
	- Fraud risk assessment and monitoring 
- Payroll and HR fraud indicators
 - Supplier verification and mandate‑change controls 
- Contract management and procurement fraud risks
	- At induction - Annual refresher - Additional sessions as required

	Governors
	- Fraud and financial governance briefing
 - Oversight responsibilities and challenge
 - Whistleblowing responsibilities and escalation routes
- Conflicts of interest
	- Annually - At induction for new governors


7. Monitoring, assurance and support
This fraud response plan should be reviewed annually and approved by the Governing Body. Schools may seek advice or assistance from the Corporate Anti-Fraud Team.
Key contact: Jamie Branch – Internal Audit and Anti-Fraud Manager, London Borough of Waltham Forest at Jamie.Branch@walthamforest.gov.uk




